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STATE MENT OF J, FRED BUZHARDT 
GENERAL COUNSEL OF THE DEPARTMENT OF DEFEIsj 

TO THE 

SUBCOMMITTEE ON INTELLIGENCE 
OF THE 

HOUSE ARMED SERVICES COMMITTEE 
MARCH 8, 1972 

Mr. Chairman, Distinguished Members of the Subcommittee: 

The Department of Defense welcomes this opportunity to discuss 
the security classification and declassification system as it applies to 
national security information and material and to acquaint this Sub- 
I committee with the practical operating problems associated therewith. 

Accompanying me this morning is Mr. David O. Cooke, Deputy 
Assistant Secretary (Administration). 

Major Changes i n the Executive Order 

The President has just issued a new Executive Order on Classifica- 
tion and Declassification of National Security Information and Material 
to be effective on June 1, 1972. It replaces Executive Order 10501, 
j WhlCh ' althou S h amended several times, has governed the security 

i 

classification program since it was issued in 1953. 
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The new Executive Order departs from its predecessor Order in 
a number of respects. The changes are based on the lessons learned 
under Executive Order 10501. The most significant changes are the 
constraints on initial classification and the changes in downgrading and 
declassification. The principle changes are as follows: 

(1) The number of Departments and Agencies authorized to classify 
at any given level of classification is reduced; 

(2) The authority of the heads of Departments and Agencies to 
delegate classification authority within each Department or Agency is 
more restricted; 

(3) The class of persons to whom authority to declassify can be 
delegated is specifically not limited to those who are eligible for a 
delegation of authority to classify; 

(4) The downgrading and declassification schedule is accelerated; 

(5) Exceptions to the general downgrading and declassification 
schedule are limited to. four specific categories of information; 

(6) All classified information which is not automatically 
declassified at the end of 10 years is made subject to a mandatory classi- 
fication review upon request; 
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(7) All classified informati 


declassified at the end of 30 


on not sooner declassified 


is automatically 


personally determine 


years unless the head of the Departme 


n.t 


S ia writin g at the time to continue 


protection for 


s pec if ie d reasonsj 

<8) Information classified under previous executive orders and 

more than 30 years old is to be systematically reviewed and declassified 
by the Archivist; 

<9, A mechanism is established to review departmental and agency 

station of the system, and to consider and take action on 
complaints; 

i 

(10) Administrative reprimands are authorized for employees 
who overciassify information in flagrant cases; and 

CD The definitions of information which qualifies for classifica- 

‘ i0 “ ^ 6aCh ° ateg ° ry iS -worded in terms of .. nationaI 
rather than "national defense. " 


security 1 


These and the other cha 


from the President's decisi 


classified and the time it 


nges made in the Executive Order resulted 


on to limit the quantity of material to be 


remains classified while, providing more 
protection to that which is classified. 

Before summarizing the new Executive Order in more detail, I 
wiil comment on the authority for the Executive Order. 
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^h2litxJo r the Executive Order 

The President 1 s authority to issue Executive Orders is derived 

x.om Article II of the Constitution. Section 1 of Article II 

' Artlcle II provides that 

Exec «ive power shall be vested in the D 

vested to the Pres, dent of the United States. 

Section 2 provides that the President shall bo Commander in Chief of the 
Armed forces. Section 3 provides that he shall execute the ,aws. 

The President's authority to restrict the rV ■ 

is semination of information 

iS GXpreSSly reco gnized by various statutes V 

statutes. For example, 18 u.S, 

COdG 793 refGrS t0 inf °™“ Which the President has determined 

prejudicial to the national defense. 18 u. S. Code 795 makes it 

‘ ° r,mi " al ° ae “ e *° « graphically portray Jay military 

mstallatione or equipment defined by the President as "requiring 

protection against the general dissemination of • 

semination of information relative 

thereto. " 18 U.S. Code 798 refers to classified f 

classified information which is 

specifically designated for res tnVt 1 j- 

restricted dissemination for reasons of 

national security. 50 U.S. Code 783 refers to inf 

eters to information which has 

been classified by or with <- 

with the approval of the President, because it 

afiects the security of the United States.' 

Perhaps the clearest Congressional acknowledgement of the 
President's authority to restrict the dissemination of information is 

“ n5U ' S ' ~-s referred to as the Preedom of 
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Information Act .. 

SeCtl °" «2 directs each 


£ ° th ° PuMi <= *M«d categories f • . ‘° ""** * v * il »Me 

Rories of information w 

‘ here0f provid « that the act shall ’ ° WCV ”' <W ’ 

£ ‘ PP1/ “* “*“•» ‘hat are ” S oeeif icaI1 
CWIVe ° rd « t° be kept secre'- 1 . .- = tf.cal ly 

defense or for • C -Merest of n-tm i 

r tore ign policy, n national 

UPreme C ° Urt haS also acknowledged the P • 

— “icatlop. For PreSld -‘^ Power ok 

P e > the autnority of the Prr • 7 

TOCO «nizod in the concurr ’ ‘ d ° nt in this area 

concurring opinion of w,- 

^ - *»* States v C ** 

^ -t S. Ct. 2140 ,1971) r ' 

, "In Justice Stewart’s wr 7 

clear t° me that it is the ’• "*** “ t. 

‘ho constitutional duty of the E, 

matter of soverei™ locative as a 

« rc tgn prerogative and not as a 

know law through the pro , ‘ ^ of law as the courts 

b 6 prorn ^lgation and enfnr 

foliations, to protect the conf identialit n ^ ^ 

r 0 s pons ibili ti es in the fields of internat!^ 88 ^ ^ 
defense." ^ 10 nal. relations and national 

In nis separata „ 

palate concurring ^ • . 

"In this case th P lni °n, Justice Marshall declared 

13 there is no problem conce ■ ' 

t0 cUs3i£ y information as - Se ^ PrGSident ' s P°^r 

s , r ^ Secret' or 'Top Secret' r 

P0ClflCal l y ^^ed Presidential a tb ’ ^ ^ 

— d In Executive Ord ^ ^ ^ ^ Anally 

0ldGr 10501 documents 

CS and information. •> 


Approved For Release 2001/09/03 : CIA-RDP83B00823R0008001 20022-3 


Approved For^lease 2001/09/03 : CIA-RDP83BOO823e0OO8OO1 20022-3 

Chief Justice Burger, in his dissenting 


opinion, also readily 

power Of the chief Executive to classify papers, 
records and documents as secret. 


acknowledged the inherent 


onsidenng the President's power to designate informati 


ion as 


restricted dissemination, the distinctions between classified 
information, Congressional 


access, and Executive Privilege must be 


kept in mind. 


First, information which is classified because its unauthorised 

disclosure could damage national security is not the only category of 

information the dissemination of which is lawful! 

wmen is lawfully restricted by the 

Government. 

SGCOnd ' thG ^ ^“on is classified is not determinative 
of the right of access by the Congress to the information. 

T ird, the doctrine of Executive Privilege by which the President 


may decline to disclose information to the 


separate and independent from the 


courts or to Congress is 


power to classify, and neither power 



The new Order is a result of an in-depth review of the security 
classification and safeguarding procedures in the Executive Branch, 
in January 1971, at the direction of the President, a National 
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Security Council memorandum directed a comprehensive study of Executive 
Order 10501. On March 2, 1971, an Ad Hoc Group met to prepare 
responses to specific questions contained in the National Security Council 
memorandum. The Ad Hoc Group was chaired by an Assistant Attorney 
General and was comprised of representatives from the Departments of 
Defense and State, the Central Intelligence Agency, the Atomic Energy 
Commission and the National Security Council. 

In the succeeding months, the Ad Hoc Group prepared a series of 
recommendations and a draft Executive Order. Subsequently, each of 
the concerned Departments and Agencies reviewed the draft proposal 
exhaustively and provided detailed comments and suggestions. Con- 

f 

sequently, the whole spectrum of factors bearing on the subject matter, 
as well as a wide variety of viewpoints, were available to the President 
and his staff as the new Executive Order was drafted. 

The Executive Order 

At this point, I would like to provide a somewhat more detailed 
comment on the new Executive Order and the reasons which underlie 
its provisions. 

( 1 ) Classification criteria and categories. 

Classified information is defined in terms of whether the 
information, if disclosed to unauthorized persons, could reasonably 


Approved For Release 2001/09/03 : CIA-RbP83B00823R0008001 20022-3 



Approved For SfiJease'2001/09/03 : CIA-RDP83B00823R£008001 20022-3 


"■ - to the national security ^ n 

SOCUlity ’ " « «>. EX e^7 r ^7^ ' e ™ " nati ° nal 

and foreign relation ^ b °‘ h “ a “° nal dof =nse 

relations matters. The use of the term "natio , 

rather than '.national defense .. "■ 

’ rec °S“aes that the category of w 

— ng protection is broader than nrilitary informatio 1 

— ~-iththeproyis t onsofthe F rl ^ 

Aet(5U. SC 5 „, . . Freedom of Information 

' C - 552) Wh “* e»™ P ts from public disc, 

are "specifically required r * mat ‘ 0rs that 

q red by Executive Order to h« u 

interest of the f 6pt Secret in the 

nauouai defense or foreign policy. - 

Th<! thle ° Categ ° rieS ° f aIa -«ed information - Top s 
and Confidential - P Secre£ « Secret 

a ‘ - described in Executive Order 10501 - 

the new Executive Order Th <r retained in 

The distinctions among the three , 
still turn on the d„ categories 

6 degreeS ° f damage to nationai securitv th t 
from failure to protect the ' t C ° UW reSUlt 

information from disclosure. v , 

S ° me CritiCiSm ° f ae multiple categories of classif . . 
made. Whatever advants nation has been 

vantages might result frem a single class- 
category are f a *. 8 classification 

outweighed by the adverse ccnsequencies hr 

the degree of protection afforded to , . .. 

classified information has h 
ependent upon the degree of damage to the f 

«“ ** of disclosure The ' “ 

-tion afforded are also ■ ^ ““ ^ * - 

so practical ones. Each el 

Cach element of protection 
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s om e 


n Horded classified inf 

° rmati0n inVOlves monetary costs a ri 

administrative encumbrances. ^ 

FOr eXamPle ' 1 ^ formed that the type of 

£ ° r a Securit y clearance at a - ln vestig at ion req uLred 

° Ut a confidential level 

ChCCk C ° StS - *• average $ 5 ^ per ^ & ^ 

° aCkgrOUnd mvestigation which ie ^ &e ful1 

—OP secret level cost 

an average of $263#28per . 

I[ lhor c were but one c -| ^ " 

C Cdte «° r y of classifieH , , 

bl! "<>«*«ry to c • a w ,„ lW 

lc equivalent of i-h,- ■ 

^ TOP Secret securit , “«•««.«« „ ow 

security- clearance for „ 

We ' ° f '» ~d„ to afford th , ^ ^ 

Withi " th ° Based on the ^ ~ 

outstanding, it is estimated that the SeCUr “ y C ‘ e “ anCeS ^^tly 

nat the one time dm? 

the “oighborhood of an ear W °“ ld b <= - 

1 an estimated $828 mil r 

background invests ^ * e a ^ al costs of 

mitigations would rise from 

s °me $500 million. million to the vicinity of 

There are also substantial costs as 
—tation and storage of cla , “ ' ** ^ ^Ung, 

,nf0rmati0n “* — i both 
ver ument and in private industry Th 

‘ -o vary according to the degree of ' * C °*** 

with the level 0 f P^otton provided and, c 

VC1 ° r classification. 


-•onse 


quontly, 
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Providing a higli degree of protection, such as is now afforded to 
Top Secret information and material, also has an inhibiting effect on 
administrative and operational flexibility. If there were but one category 
of classified information -- which would mean that all classified information 
and material would be provided that same high degree of protection -- the 
efficiency of operations and administration by those having to deal with 
classified material would be seriously impaired. 

There is an additional consideration which stems from the necessity 
of synchronizing our classification system with those of our NATO Allies. 
More than two decades of negotiations have resulted in the acceptance 
by NATO of multiple classification categories. If the United States 
classification system were now abandoned in favor of a single classifi- 
cation category, the resulting confusion in dealing with NATO would be 
considerable. 

(2 ) Authority to classify . 

Under Executive Order 10501, 38 Departments and Agencies 
had the authority to classify at the Top Secret level which is inclusive 
of authority to classify at the Secret and Confidential level. Under the 




new Executive Order, only 12 Departments and Agencies aside from the 
offices of the Executive Office of the President are authorized to classify 
information at the Top Secret level. An additional 13 Agencies are 
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‘horuy under the »ew Executive O rder to , 

information at the classify 

d,r lile Secret level. 

The new Executive OrcW 

° rder Provides authoritv m , , 

a department or Agency onl * ° ° eate within 

V ly c ° a lim ited number of 0 "fi 

classification authorit ' Clct S * Top Se cret 

th ° rit y ma Y not be delegated h , 

■r, gated below the level of m 

deputies or Assistants of major el ° Prmcipal 

rna J° r elements of the 

In the 2 3 A rro • h Departme nt or Agency 

13 Agencies authored to ori i , 7 ' 

-Nation authority may t h k Uy C ^ S ‘ fy ■ 

y ma y not be dele paw, u i 

r ■ ted below the senior nri • , 

isoputies or Assistants to the head o f the Agency Ud 

,#SW ' authority at tho To s ‘ 

y tile Top Secret level can h i , 

“ Po«o» employgd by the n d ° l “ sated 

y the De P«tmont or Agency. 

Tne constraints on the cla^w 

new Executive Order re ' &Xlth0rity imposed by the 

raer represent the mo ,f Q 

e Umitations « ** 
ate practical. To limit furth „ .. 

authorized to classif numbers of persons 

, te an impairment of the oK,- 

for which the system is d=, • objective 

Information which if d . , 

could damage tho national security * ^ 

aecunty, can original „ 

■ inmate or come info « 

possession of the r m lnto tde 

1 the Government at a wide 

Weis of Government and associated ■ d ^ ^ 

ciated industry; the Hr, ■ 

in an embassy or on an a ' ^ 

—toot ado q uateiy such information s ^ ^ “ 

1 Q n, someone with 

with autnority to classify 
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must be available near the official source if the information is to be 

adequately protected in transmittal to the ultimate user. Considered in 

*e light of such practical considerations, the provisions of the new 

Executive Order limiting the proliferation of classification authority 

go as far as possible without impairing the effective operation of the 
classification system. 

li> . Auth °rit y to downgrade and declassify . 

Under Executive Order 10501, the authority to downgrade 
and declassify accompanied the authority to classify. No individual 
could be delegated the authority to downgrade or declassify who was 
not delegated the authority to classify. Under the new Executive Order 
the authorization to heads of Departments or Agencies to delegate 
downgrading and declassification authority is not so limited. In addition 
to those persons within the Department or Agency to whom are delegated 
the authority to classify, the head of the Department or Agency may 
delegate to others also the authority to downgrade and declassify. 

In practical effect, this has the potential for significantly 
increasing the capability of Executive Departments and Agencies to 
review and declassify information and materials more rapidly and 
efficiently. The new Executive Order reflects a recognition that the 
senior officials authorized to classify are usually the busiest and 
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cons equently they have insufficient time to adequately reyiew, downgrade 

and declassify infection for which protection is no longer justified. 

fader the new Executive Order, it will be possible for the heads of 

Departments and Agencies to designate specific individuals who are not 

preoccupied with other functional responsibilit.es to review, downgrade 
and declassify such information. 

(4) Rules for classification. 

The Executive Order just issued establishes a new guiding 
principle -- each person possessing classification authority shall be 
held accountable for the propriety of his or her classifications actions. 

To enabie Enforcement of this principle, the new Executive 
Order provides that information and material classified under the Order 
shall indicate on its face, or on a separate record, the identity of the 
individual authorizing the classification. 

(5) ^^l^owngr ading and declassified™ 

Under Executive Order 10501, all information classified at 
the Top Secret, Secret or evidential level is also required to ho grouped 
one of four categories for purposes of downgrading and declassification 
Group 1 information and material is excluded from automatic 
..owngrading and declassification. It consists of information or materia, 
originating with foreign governments or international organisations. 
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falling 


information and materials protected by statute, such as that 

within the purview of the Atomic Energy Act, and information or materials 
requiring special handling, such as intelligence or cryptology. 

Group 2 information or material is also exempt from automatic 
downgrading and declassification. It consists of extremely sensitive 

information or material which the head of the Agency or his designee 
designates. 


Group 3 informati 


on or material is exempt from automat 


uc 


declassification, but is subject to automatic downgrading at 12-year 

intervals until it reaches the lowest classification. It consists of that 

information or material which warrants some degree of classification 
tor an indefinite period. 

Cioup 4 includes all classified information or material not 
' Groups 1, 2 or 3 and is subject to downgrading at 3 -year 
intervals and automatic declassification 12 years after the date of 
original issuance. 

Under the new Executive Order, separate groupings for 
purposes of downgrading and declassification are dispensed with, In 
heu of the grouping system, a General Declassification Schedule is 
prescribed, to which limited exceptions are specified and subjected to 
special rules for downgrading and declassification. 
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Confidentiai at the end of 4 years from ^ . 

classification; and is declassified at th , 

tc a at the end of 7 n 

it was originated. trom * ho *>te 

Secret information is automatically do„ 

at the end of 2 years and n f' ra ded to Confidential 

years and automatically declassified at th 

trom the date it was originated. C ° f 8 yearS 

Conf idential information is automatically declassif d 

and of 6 years from the date if «lasstf, od at the 

hate it was originated. 

This provides for an automatic d, 

-schedule at interyals of 2 years 4 

7 S ’ 4 years and 10 year* 

rapW down grading and declassification , ‘ 

cation under the old D 

applicable to n ° & yste.m that 

. cdDic CO Group 4 __ • , uaai; 

at intervals of 3 years 0 

original date of classification. ' ^ 12 ^ 
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the document or materiai T1 , 
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A - Classified information or mate • , , 

, . material furnished by 

icign governments or inf 

S or international or M ni„*. 

ganizations and held 
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by the United States on the understanding that it be kept in 
c onf idence . 

B. Classified information or material specifically 
covered by statute, or pertaining to cryptography, or 
disclosing intelligence sources or methods. 

C. Classified information or material disclosing a 
P^ect, Plan, installation or system or a specific foreign 
relations matter the continuing protection of which is 
essential to the national security. 

D. Classified information or material the disclosure 

of which would place a person in immediate Jeopardy. 

Information or mate to a l -foil' 

materia! falling into one of the categories 

r exemption may thus escape automatic downgrading and 

dcclassifmation. However, such material is made subject to a mandatory 

classification review any time after • . 

the expiration of 10 years from date 

Of origin upon request by a Denartmnnt 

7 Department or a member of the public. 

IP audition to the mandatory review upon request at the end 

- - years, the new K X ecutiye Order provides for automatic deciassifi- 
cation at the end of 3 0 year, 

from origination of ail classified information 
uniess the head of the originating Depa 


writing at the end of 30 years that 


irtment personally determine 


s m 


continuing protection i 


s essential 
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classified information shali form a 
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ssion. 


Departmental- committee to act 

suggestions and complaints with 
reSPa0t the of the Order. 

Even important, however, the Order establishes an 

rr ClaSSmCati0n ReVi0W COmmi “- “*« *• National Security 
ouaml. This Committee is to be composed of - 

P of representatives of the 

Departments of Staff. 

* tate ’ Defense and Justice a* 

,, o- m ‘ C Ea0r SY Cornmis 

““ Cen ‘ ral ^Nigence Agency, and the National Sec t „ 

. national Security Council staff. 

airman is to be designated by the President. 

, „ . The InteragenC7 ClaS8fflCati - Committee has the 

following responsibilities: 

A ' T ° “ 0nit0r DeParta -‘ ««<»• to insure corngiiance 

with the provisions of the Executive Order a i 
v . ° lder and implementing 

irectives as are promulgated by the National q 

y National Security Council;- 

B- To receive, consider and take action on suggestions 

and complaints from persons within or outside the Gove 

cne Government 

' admimst » ation of the Executive Order; and 

C - In C °“ SUltati “ -ith the affected Department or 

Departments, to assure +-1-,-+. 

assure that appropriate action is take 

suggestions and complaints. 

The Executive Order requires . 

, . 9 urea Departments and Agencies to 

urmsh the Committee any particular information 

_ ‘nomination or material needed by 

6 C ° mmitte<s to ««y out its functions 


5n on 
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The Interagency Classification Review Committee is an 
innovation in the new Executive Order. It: provides for the first time 
a continuing mechanism to examine the effectiveness and the implementa- 
tion of the Executive Order, and makes it possible to address one of the 
most fundamental problems in any classification system; that is, assuring 
that decisions to classify or not to classify are responsible and objective. 

The consequences of improper classification decisions are 
serious, regardless of the direction of the error. If information 01 
material, the disclosure of which would not damage the national security, 
is classified, a series of adverse consequences flow. The public is 
denied information to which it has a right, and the credibility of the 
entire classification system is damaged. Unnecessary classification 
requires unnecessary restrictions on the flow of information within the 
Government as well as outside, and the flexibility and efficiency ox the 
Government's work is diminished. Providing securicy in handling, 
storage and communication of the classified material is expensive and, 
consequently, unnecessary classification wastes resources. 

On the other hand, failure to classify and to protect information 
the disclosure of which could damage the national security, can obviously 
result in a spectrum of adverse effects, ranging from the loss of lives 
to jeopardizing the very existence of the Nation. 
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Despite the potential for dire consequences which can result 
from erroneous decisions on questions of classification, individual 
judgments must unavoidably remain at the heart of the classification 
system. Criteria for classification must be and are imposed, but due 
to the variety and complexity of the types of information which must be 
considered for classification, there must remain flexibility for the 
exercise of individual judgment. 

The review procedures initiated in the new Executive Order 
provide a means to insure an increased measure of care and consistency 
in the decisions on classification. The potential for review and action on 
complaints, coupled with the identification of the classifier and the 
authorization for administrative reprimands of those who abuse classi- 
fication authority should combine to reduce substantially, if not eliminate 
casual or indifferent classification actions. 

(7) Special provisions . 

There are several special provisions in the new Executive 
Order which are worthy of particular note. 

In the past, declassification authority has resided with the 
originating Department or Agency. This posed special problems with 
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information classified personally by a President, his White 
House .*«, or any special committee or commission ^ 

“ ntl glVen clas sification authority. 

For the most part, information so classified • n 

° classified is deposited 

with the Archivist of the United States when a Presid , , 

wnen a President leaves office. 

xY1 Lne .past, there has hee-n . r . 

been no specific provision as to who had the 

authority to declassify such documents. 

The new Executive Ordpy m 

° rder pl “ ces that authority in the Archivist 

ol .he United States, subject to the donor's deed of -jift 

gift, consultations with 

Department haying a primary interest in the subject matter ' m 

Jfc - CL matter, ana subject 

provisions of the Executive Order relating to declassification. 

The new Executive Order also contains special provisions for 

...... a ...... .. .. ^ 

« .......... .... .. 

officials. 

Operat ional Problems 

1 WiU tUr ' 1 ,,OW th ° and touch on some of the 

more difficult operations! problems associated with or related to the 
security classification system. 
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Controlli ng the number of security clearances . 

Closely allied with the security classification system are the 
vanous personnel security programs which cover civilian employees 
of the Department, members of the Armed Forces, and contractors 
and their employees who work on classified materials or require 
access to classified information in the performance of Government 
contracts. The security clearance program of civilian employees and 
of participants in the industry security program are covered by separate 
Executive Orders. The security clearance program for military personnel 
is established by a Department of Defense directive. 

Under the foregoing programs, there are an estimated 3. 6 
million security clearances in all categories now outstanding. Of these, 
only 464, 550 are Top Secret clearances. This 464, 550, incidentally, 
represents a reduction by 31.2 percent since mid-1971, at which point 
in time there were more than 697, 000 clearances outstanding. The 

decrease resulted from a concentrated reduction program directed by 
the President. 

There is a constant need and requirement to control and keep 
at a minimum the number of security clearances outstanding both for the 
purpose of saving money and for the purpose of providing better protection 
to classified information and materials. The biggest payoffs are obviously 
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in the control of clearances at the Top Secret level both in terms of 
cost and protection. 

At this point, I digress to point out that the numbers of persons 
holding security clearances alone are not a reliable indicator of the 
number of persons having access to highly classified information. 

A1 mough a security clearance, is a prerequisite to access to classified 
information, only those who also have a "nee d to kno w" are authorized 
access and then only to the extent that their official duties require it. 
x J os session of even a Top Secret clearance does not indicate that the 
possessor necessarily has, or was ever intended to have, access to 
Top Secret or even classified information or documents. The security 
clearance may be required for duties involving classified materials, a 
distinguished from information or documents. For example, security 
guards on some types of installations hold Top Secret clearances but 
rarely, if ever, have a "need to know" Top Secret or Secret informatio 

Of the approximately 3. 6 million clearances in all categorie 
approximately 1,266, 000 are outstanding in the industrial security 
program. By far the overwhelming proportion of these are at the 
Secret and Confidential level. The numbers, to a large extent, reflect 
the numbers of technical and production workers engaged in performin 
contractual work on classified products for the Department of Defense. 


ILLEGIE 
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Similarly, of the approximately 3. 6 million clearances in all 

I— “ - — t. military personnel. 

_ a yery large proportion of the nnmher o f those clearances are 

attributable not to a -f 

* need lor access to classify ■ r 

iassified information, but rathe! 

for access to classified material in order ♦ 

order co operate, maintain, handle 

or process classified military hardware. 

From this, it is apparent that in terms of -all clearances 
dmg in all categories, the most significant determinants are 
1Le nUmbGrS ^ indUStrial P—el working on classified products for 

the DePartmMt " D6f — ““ — - - lMy personnel who 
mUSt ^ aSS ° Ciated weapons and other hardware. 

When these factors are taken into consideration, it becomes 
nl that the number of clearances at the Top Secret level 

“ thS fr “ it£Ul f ° r eff ° rtS « of numbers, and that 

an TOmately 1/3 "*“*“» «“ number of such clearauces in 

recent months represents very significant progress. 

(2) document. 

f . Th6re “ aIS ° 3 PrOMem aSS ° Ciated controlling the volume 

Of c las sifted documents required to be stored The e 

• The excesses in this 

connection largely result from time pressure, m u 

pl cssures which prevent the 

review, declassification or destruction of classified d 

classified documents which 
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are “ l0 " ger noed0d - 14 iS to devise a means within the 

™ CeS aVaUabld *“ offices are not retaining 

-nd storing copies of identical classified documents which are no longer 
needed for current operation or administration. 

Former Deputy Secretary of Defense David Packard adopted 
a simple, but novel, remedy. He declared a moratorium on the 
acquisition of additional security containers by Department of Defense 
elements. This moratorium, still in effect, at least limits the 
accumulation of any larger volume of classified documents. 

' 3) Invest, cation. 

As I noted earlier, the current average cost of a full-field or 
background investigation is $ 263. 28 per investigation. Because of the 
significant cost, it is incumbent on the Department to limit such investi- 
gations to only those which are essential, and to conduct those which 
are necessary with maximum efficiency and effectiveness. In the past, 
each Military Department has conducted background investigations 
for their own military members, civilian employees and the industrial 
employees of contractors of the particular military service, mil-field 
investigations necessitate inquiries in all geographical areas of the 

country. Each Service, therefore, has found it necessarv t 

c necessary to maintain 

field offices in various locations throughout the country. 


Approved For Release 2001/09/03 : CIA 2 -^DP83B00823R0008001 20022-3 



Approved For^lease 2001/09/03 : CIA-RDP83B0082^g0008001 20022-3 

In addition, among Military Departments there have existed 
variances in methods and approaches for background investigations, 
which condition has in some cases inhibited the acceptance by one military 
department of a full-field investigation conducted by another. 

From this general description, it is apparent that the system 
used in the past was susceptible to some duplication of effort and to varying 
levels of efficiency, both from the standpoint of time required to conduct 
and process an investigation, and its average costs. 

On November 5, 1971, the President directed that a Defense 
Investigative Service be created to conduct personnel security investiga- 
tions for all Department of Defense and affiliated personnel. On December 29 
1971, the Secretary of Defense implemented the President's order by direct- 
ing the establishment of the Defense Investigative Service which combines 
the personnel security investigative resources of the three military depart- 
ments into a single agency. The Defense Investigative Service will begin 
operation on April 1, 1972, by taking operational control of the personnel 
security investigative resources now operated by the military departments. 
Subsequently, these resources will be transferred on a time-phased 
schedule to the Defense Investigative Service. Last w'eek, the Secretary 
of Defense appointed Brigadier General J. J. Cappucci, formerly the 
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■director of the Air Force Offing c . 

uxee uiiice of Special Invexsf-i d-px- 

t ax investigations , as the Director 

of the Defense Investigative Service. 


This consolidation of 


investigative resources centralizes 


responsibility and is expected to 
as well as increased efficiency. 

(4) Problems 
information. 


result in substantial l 0 „g. ru „ savings> 
connected with unauthorized disclo; 


>sures of classified 


There 


are a number of problems which 
unauthorized disciosures of classified information 


Ox comment. 


arise in connection with 
which are deserving 


appear to contravene the 


In general, disclosures which 

visions of the Federal Criminal Code generally fall within the 
investigative jurisdiction of the Department of dustice. Th e Department 
having a primary interest in the disclosure cooperates with the investi- 
gate, and the degree of participation b y the Department depends large., 
on the nature of the disclosure. 

In other types of security violati nnc • 

y violations, investigations are con- 
ducted by the Department. For instance if the di, T 

' t the disclosure results from 

carelessness, such as leaving a classified dn 

g classified document on the desk overnight 

thB Ilk ° Uh00d 01 dt,CW * *° a is not as great, and the ’ 

inquiry is normaiiy conducted by Department of Defense personnel. In 
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practice, a crucial judgment must often be made on the question of 
whether a formal investigation should be initiated in connection with a 
particular disclosure. The conduct of a formal investigation, if dis- 
closed, as it usually necessarily is, can have the affect of authenticating 
mat the information disclosed is at least partially accurate and that the 
disclosure is considered to be of serious proportions. If, for example, 
a news or opinion article in the media contains some elements, of 
accurate, classified information interspersed with speculation and some 
inaccuracies, less damage to the national security may result from 
leaving the reader, and possibly even the writer, to speculate on which, 
if any, of the material is ajccurate than to risk authenticating the dis- 
closure by the act of conducting an official investigation. If, however, 
there are indications that the compromise or disclosure may have 
espionage implications, an investigation is essential in order to terminate 
the source of the compromise or disclosure. 

We in the Department of Defense are not interested in investi- 
gating newsmen or newswomen, but we do have a responsibility to investi- 
gate instances where Defense personnel are involved in unauthorized dis- 
closures. 

Even when by investigation the source of the compromise or 
disclosure is determined, the question of whether to prosecute often 
remains a serious one. Among the considerations is again the question 
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ox authentication of the material compromised. It is also sometimes 
necessary for the purposes of prosecution that classified material be 
declassified for use in the trial. At this point, a decision maker within 
the Department must make a judgment as to whether any additional 
damage to the national security which might result from the declassifi- 
cation is outweighed by the prospects for a successful prosecution. 

1 he lequirement for declassification of material is by no 
means the only risk of damage to the national security which can arise 
from a decision to prosecute in cases of unauthorized disclosure. In 
some cases, there may be a disclosure of an amount of classified infor- 
mation which is quite limited and of low sensitivity compared to the 
total amount of classified information known to the person who made the 
disclosure and who is the prospective defendant. Depending on the 
personality, apparent motive for the prior disclosure, mental condition 
and even power of recall of the person who made the unauthorized 
disclosure, the risk to the national security from further disclosures by 
the defendant during the trial could outweigh the advantages of prosecution 
Obviously, under these and similar circumstances, prosecution 
cannot and does not result from every successful investigation of an 
unauthorized disclosure which is prohibited by the Criminal Code. In all 

cases, regardless of whether prosecution occurs, every effort is made to 
prevent further disclosures. 
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co mments; on H. R, 9853 

Mi . Chairman, I have thi 


° f «■<= Department of Defe 


* m ° rnin « Prided to the Committe 


e the 


National S 


nse on H. R 9888 ht 

'To amend the 


ecurity Act of 1947 to provide 


. f ° r a Conti nuing review and study 

measures that should be taken with respect to the rf • 

aspect to the designation and 

Protection of information within the no * 

within the Department of Defense and certain 

other agencies which affects 

the national security. '• 

The Department of Defense 

”* reC ° mm “ ds - action bo take 

rt.A. 9853. 


n on 


AS 1 *“ - - -nrit y ciaaaUication 

^ aS ^ een subject of study and review by an Ad Hoc Interagency^ 

other^th Ver ^ . Among 

the “ 8S 6nCOmPaSSed ^ ^ ^ - - — Order governing 

is 77 ClaSSlflCatiM Pr ° gram - A order has jlMt been 

issued. We in the Executive Branch are r • 

are convinced that the changes in 

ecurity classification program embodied in the tt 

oaied in the new Executive Order 

reSLllt in substantial improvement in the 

ement in the program, although only 

experience will demonstrate the full range of their impact. 

As I also pointed out earlier in *. * 
n , " my Stat6ment ‘ fc be new Executive 

Order established an Interagencv rip 

y assification Review Committee which 

the reSP ° n6ibility * — ^ review impiementation oi the 

suggestions and complaints in connection with the program, 
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from whatever source they arise. This insures that the review of the 
security classification system conducted over the last 14 months will 
not be a one-time effort, but rather a continuing process. 

These are by no means, of course, the only reviews of the security 
classification program which are being conducted. Within the Department 
of Defense, a number of actions have been taken directly relating to the 
classification and protection of information. On July 1, 1970, the 
Defense Science Board submitted a report prepared by its Task Force 
on Secrecy to the Secretary of Defense. Among the questions addressed 
in that report were the classification of information in all stages of 
research, development, test and evaluation, as well as in procurement 
and deployment. Additionally, the Department of Defense Classification 
Review and Advisory Board was reactivated in December 1971 for the 
purpose of developing action programs covering declassification of 
specific bodies of material, establishment of basic guidelines for down- 
grading and declassification of hardware items, general policies covering 
classification of other than scientific and technical information, simplifying 
marking procedures for downgrading and declassification, and procedures 
for a prompt declassification of information released in Congressional 
testimony by Government' officials. 

In light of these reviews, both on a Government -wide and on a 
Departmental basis, and in light of the very substantial changes in the 
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oecui ity classification program initiated by the new Executive Oi'der 
and actions of the Department, the Department of Defense does not 
believe that the creation of a further study commission relating to 
me national security and public information as proposed by H. R. 9853 
is either necessary or desirable. 

Mr. Chairman, this concludes my statement. 
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